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Rushworth P-12 College 

ICT Usage Policy 

 

1. Vision: 

At Rushworth P-12 College we realise that our students live in a networked world where they have 
real-time access to ideas, people, resources and communities 24/7.  Learning, school and life beyond 
school in the workforce should and must embrace this networked and now natural world of our 
students.  We understand that the need for up to date technology for learning is no longer optional 
but something we must guarantee for each and every learner.  Technology now forms a vital part of 
a high quality, fully rounded education that prepares students for their future.  Technology is a tool 
and the friend of the number one indicator that promotes student learning, that being, good 
teaching.  Our implementation of a 1:1 device program will allow us to put the right tools in the 
hands of students to support their learning both in and beyond the College. 

As we embark on the journey to fully capitalise on the available technologies to support and extend 
learning we do so in recognition of our unique College culture and the values we uphold of respect, 
responsibility and resilience.   With this in mind we will see our students as: 

 

·         Respectful learners and users of technology who will build relationships based on humility, 
fairness and open mindedness; who demonstrate respect, empathy and compassion; who 
through teamwork and collaboration and communication, contribute fully to the community 
and world. 

·         Responsible learners and users of technology who will think critically and make 
discoveries; who use technology to learn, innovate, communicate and discover; who work 
with multiple perspectives and disciplines to identify problems and find the best solutions; 
who communicate their ideas to others; and who as a life-long learner, adapt to change with 
an attitude of optimism and hope for the future. 

·         Resilient learners and users of technology who will create opportunities and achieve goals 
through hard work, perseverance and discipline; who strive for excellence and earn success; 
who explore ideas and challenge the status quo; who are competitive, adaptable and 
resilient; and who have the confidence to take risks and make bold decisions in the face of 
adversity. 

 

2. Acceptable Use Policy: 

The Rushworth P-12 College Information and Communication Technology (ICT) system will be used 

in an appropriate manner by authorised users. 



Rushworth P-12 College will put in place protocols to protect the privacy and dignity of individuals 

and the security of information, to maintain the public standing of the College and compliance with 

State and Federal laws. 

Procedures and training for users will guide proper and lawful use of the system. 

Users will sign a User Agreement. 

3. Rationale 

Rushworth P-12 College’s Information and Communication Technology (ICT) System is provided as a 

resource to enable the College’s core business of education in a global society to operate efficiently 

and effectively. 

It should be used for educational purposes, with personal usage kept to a minimum. 

It should not be used for unauthorised or inappropriate purposes. Uses of the ICT System which 

harm the reputation of the College or its community members, breach College rules, or Federal or 

State laws, may result in severe sanctions. 

4. Scope 

This Policy applies to all users of the Rushworth P-12 College ICT System. It encompasses the 
electronic software and hardware of the computer and telephone networks of the College. This 
Policy also applies where appropriate to the manner in which student private electronic devices will 
be connected to and utilised on Rushworth P-12 College’s network. This Policy also applies during 
school excursions, camps and extra-curricula activities. 

 

5. Responsibilities and consequences 

 Users of the College ICT network must accept responsibility for knowing the contents of 

Rushworth P-12 College ICT Usage Policy and must agree to abide by them by signing the 

agreement form. 

 Each user is responsible for his/her password. It is not to be shared. It is the responsibility of 

staff and students to protect his/her password and not divulge it to another person. If a 

student or staff member knows or suspects his/her account has been used by another 

person, the account holder must notify a teacher or the IT administration as appropriate, 

immediately. 

 Each user is responsible for the use and content of material and communications on the ICT 

system. All messages created, sent or retrieved on the school’s network are the property of 

the school, and should be considered public information. The school reserves the right to 

access and monitor all messages and files on the computer system as deemed necessary and 

appropriate.  Internet messages are public communication and are not private.  All 



communications including text and images can be disclosed to law enforcement and other 

third parties without prior consent from the sender. 

 The Principal or representative is responsible for taking appropriate action when this policy 

and these protocols are breached. 

 Alleged inappropriate use of the ICT Network will be reviewed by the Principal or 

representative, possibly leading to disciplinary or legal action.  

6. Protocols for Students 

6.1 Use 

The College ICT network is for educational purposes. 

When using it the student must: 

 respect the rights of others to access resources for teaching and learning, to privacy and 

good reputation; 

 follow College rules, and State and Federal laws. 

Independent student use of the internet on the school’s network will only be permitted where 

students and their parents/carers provide written acknowledgement that students agree to act in 

accordance with the standards of conduct established in this policy document. Student use must not 

interfere with school work, disrupt the system, or harm the College’s reputation. 

Not allowed: 

 anything which harms the reputation of the College or its staff and students; 

 sending confidential College information to persons outside the College without permission; 

 sending private information such as e-mail and web addresses without permission; 

 activities which would damage the security of the system, such as hacking, use of others’ 

passwords; 

 breaking laws of copyright, moral rights or intellectual property – note: this includes illegal 

copies of software, music, video, images; 

 Online games, gambling, chain mail, SPAM; 

 activities which might disrupt the network such as large email distribution lists or large 

attachments; large downloads or uploads; 

 mobile phone use is not allowed in class or assembly time. Phones must be turned off at such 

times, unless authorised; 



 Misuse of hardware which would lead to damage, loss or theft. Defects and damage must be 

reported to the IT Administrator. 

6.2 Content 

Content of electronic software, documents, files, faxes, web pages, intranet, mobile phone messages 

and emails: 

 must not harm the reputation of the College, staff or students if it was seen by members of 

the public; 

 must be legal. 

Material published on College web pages or intranet should follow good practice publishing 

standards and laws. 

Not allowed: 

a) Inappropriate, offensive or illegal material, such as anything that: 

 would cause offense to students, teachers or parents such as profanity, offensive language, 

obscenity, pornography, unethical or illegal solicitation, racism, sexism, ageism; 

 is derogatory or threatening to another: libelous, slanderous, inflammatory, threatening, 

harassing; 

 has intention to deceive, impersonate or misrepresent; 

 is Copyright material – except: small amounts of some material may be copied and 

communicated for your private study. Refer to DEECD Copyright guidelines. 

b) Inappropriate material accidentally accessed on Internet or received via email: 

 Immediately leave site or delete email. Advise Principal or IT Administrator if material illegal; 

 SPAM or Chain mail: delete, do not respond, advise IT Administrator if it contains offers of 

illegal material or services. 

c) Forwarding emails without permission of sender or which contain copyright material (see above 

note about Copyright). 

6.3 Storage and credits 

Email: 

 Store only current information. Material to be kept should be stored elsewhere. 

ICT System: 



 Use allowed storage space for school work. Personal material should be kept on laptops or 

portable storage devices; 

 Students are provided with enough download and printing credit to cover usual needs for 

school work. Extra costs must be paid for. 

No inappropriate, offensive or illegal material may be stored within the email system or College ICT 

System. 

6.4 Virus protection 

All devices connected to the ICT network must have adequate anti-virus protection regularly 

updated. 

6.5 Social Media 

Students are expected to show respect to others, including members of the College community. 

Students are also expected to give due respect to the reputation and good name of the College. 

When using Social Media, students are expected to ensure that they: 

 Respect the rights and confidentiality of others; 

 Do not impersonate or falsely represent another person; 

 Do not bully, intimidate, abuse, harass or threaten others; 

 Do not make defamatory comments; 

 Do not use offensive or threatening language or resort to personal abuse towards each other 

or members of the College community; 

 Do not post content that is hateful, threatening, pornographic or incites violence against 

others; 

 Do not harm the reputation and good standing of the College or those within its community; 

 Do not film, photograph or record members of the College community without express 

permission of the College or use film, photographs or recordings without express permission 

of the above. 

All reports of cyber bullying and other technology misuses will be investigated fully and may result in 

a notification to Police where the College is obliged to do so. Students and parents must be aware 

that in certain circumstances where a crime has been committed, they may be subject to a criminal 

investigation by Police over which the College will have no control. 

6.6 Cyberbullying 

Cyberbullying takes many forms. It may include: 



 On Line Harassment: repeatedly sending offensive messages and/or the posting of nasty and 

hurtful comments using electronic means; 

 Cyberstalking: online harassment that can include repeated threats of harm/intimidation or 

continual inappropriate comments; 

 Masquerading: pretending to be someone else on a site and/or posting material that makes 

another person look as if they are participating in cyber-bullying; 

 Outing: sending or posting material that is sensitive or embarrassing including forwarding 

private messages or images; 

 Exclusion: deliberately excluding another from an online group, mailing list or text/chat/MSN 

type conversation. 

Cyberbullying can occur using the following applications: 

Email, personal websites, chatrooms, social networking sites such as Facebook, video uploading sites 

such as YouTube, blogs, wikis, SMS, MSN, forums, webcams and phones. 

Whilst cyberbullying may occur using the College’s or an individual’s personal equipment, 

telecommunications provider or Internet Service Provider, its effect can still impinge on the College 

community. The College may determine a response or intervention strategy even if the bullying 

occurs outside the College’s immediate jurisdiction. 

The use of the College’s computer network, internet access facilities, computers and other School 

ICT equipment/devices on or off the School sites is limited to educational purposes appropriate to 

the educational environment. 

The use of any privately owned or leased ICT equipment/devices on the College’s sites, or at any 

College related activity must be appropriate to a school environment. 

The use of any privately owned ICT/technological devices outside the College should be appropriate 

and should be mindful of both the moral and legal requirements relating to bullying and harassment. 

Cyberbullying and online stalking is illegal and can result in criminal charges. 

7. Staff Protocols: 

While we do not ask staff sign a written agreement, the Policy & Protocols do apply to them. Staff 
should also be familiar with the DEECD Acceptable Use Policy which can be found at DEECD 
Acceptable Use Policies. 

8. Breaches of Policy and Protocols 

Breeches of this Policy and associated Policies may result in students and staff facing a number of 

consequences depending on the severity of the breech and the context of the situation. More than 

one consequence may apply for a given offence. Serious or repeated offences will result in stronger 

penalties: 

http://www.education.vic.gov.au/school/principals/infrastructure/Pages/acceptableuse.aspx
http://www.education.vic.gov.au/school/principals/infrastructure/Pages/acceptableuse.aspx


 For Students; 

 removal of network access privileges 

 removal of email privileges 

 removal of internet access privileges 

 removal of printing privileges 

 paying to replace damaged equipment 

 other consequences as outlined in the school’s discipline policy 

For Staff; 

 Non-compliance will be regarded as a serious matter and appropriate action, including 
termination of employment may be taken. 

9. Use of Private Devices on the College Network 

A private device is any device NOT owned by the school, rented/leased by the school, owned by 
DEECD, leased by DEECD. 

 

9.1 Disclaimer of Liability 

In relation to any personal device that a student uses at the College, they agree that the College, its 
College Council, DEECD, and any employees and/or contractor of these entities will not be liable for 
theft of the device, or for loss or damage of the device, whether physical or electronic (including loss 
of data and/or loss of functionality), whether or not such loss or damage arises as a result of 
technical support provided in relation to the personal device, connection of the personal device to 
any network, facilities or resources of the College or DEECD, the installation of any software on the 
device, handling of the device by students or other persons, or any other cause. 

 

Students agree to use any personal device at the School only in accordance with applicable policies 
of the College and DEECD. 

 

Students acknowledge that the College and DEECD is under no obligation to provide any technical 
support, advice and/or setup information in relation to the any personal device that they use at the 
College, and depending on licence permissions, may not be in a position to authorise the installation 
of software used by the College on the device. 

 

Students agree that if they choose to use their personal device at the College and/or seek any 
technical support, maintenance or installation work at the College in relation to the device, they will 
be doing so at their own risk. 

 



 

9.2 Technical support provided 

The IT Administrator will only provide technical support to enable the private device to: 

a) Connect to the College’s network. 

b) Access the College’s filtered internet. 

c) Access to the College’s printing facilities (notebook access only). 

 

The College’s IT Administrator will not provide any technical support for hardware or software 
issues, setups or configuration requirements on private devices. Students are required to seek 
technical support from external sources such as a local PC support company. 

 

9.3 Software 

Unless otherwise authorised by DEECD or the College under their respective software licensing 
agreements, DEECD and/or College owned software can’t be installed on private devices and private 
device owners are required to purchase and install any required software at their own cost. 

 

Private device owners are reminded that it is their responsibility to ensure that they have valid 
licences for any software they install onto their private device. 

 

9.4 Preferred applications  
Any personal device is expected to have a Word Processor able to read and write Microsoft Office 
documents.  The device must also have a PDF Reader and a Web Browser capable of accessing the 
internet via a proxy server. 

 

9.5 Prohibited software 
Any personal device is expected not to have any software that will put the College network at risk.  
This software includes Peer to Peer, VPN connections, Torrent applications and packet sniffers. 

 

9.6 Virus Management and Virus Software 

In order for a private device to be connected to the school’s network, an up to date approved 
antivirus must be installed. The antivirus must have been updated in the last 5 days prior to 
connection to the network taking place. 

 

If the private device does not comply with these requirements then the device will not be connected 
to the College’s network. 



 

At this stage there is no requirement for anti-virus software for iOS devices.  It is however 
commercially available.   

 

Any cost associated with anti-virus software for Mac, PC or iOS would be your responsibility. 

 

9.7 Back Up of Software, Data and Device State 

It is the responsibility of the private device owner to back up all software, data and device state 
configurations. 

 

 

9.8 Security of College Network, Infrastructure, Data and Systems 

Protection and security of the College’s network, infrastructure, data and systems is a paramount 
priority.  

 

The College and its authorised personnel reserve the right to remove any private device from the 
network. 

 

Students can expect their device to be periodically inspected and monitored physically or 

electronically for appropriate use. Technicians or teachers may request access to the files, history, 

caches and logs stored on the device.  Students and parents need to be aware that files stored on 

the device are not private. 

If the device or its use be in breach of this policy or any other policies it will result in the device being 
disconnected from the school network.  Any accidental breach of this policy will also result in 
disconnection from the school network until the issue is resolved to the satisfaction of the IT 
Administrator. 

 

9.9 Batteries and Charging 

The College is unable to guarantee or provide secure charging facilities.  It is expected that the 

device will be charged at home ready for use at school.  It is recommended that the device has an 8 

hour battery. 

9.10 Wireless Certificate Renewal  

Wireless certificates on student private devices will be renewed on an annual basis and this will be 

carried out at a time when there is little or minimal impact or inconvenience to both staff/student 

and the IT Administrator. 



9.11 Devices Allowed to Connect to College Network  

Devices Supported 

The following private student devices will be allowed to connect to the school’s network. 

Device Operating System Required 

Apple iPad (iPad 2 or later) iOS 6 or Later 

Apple MacBook/Pro/Air OS 10.7 or later 

Chromebook Chrome 

PC Notebook/Netbook Windows 8.1 or Later 

No device under 7.9” will be connected to the network.  This includes any portable gaming device, 

phones and MP3 or video players. 

9.12 Device Registration 

Each device’s serial number and MAC Address will be recorded by the IT Administrator. Any non-

registered device will not be connected to the College network. 

9.13 Safe Storage  

It is the responsibility of the student to provide an acceptable cover/bag to protect their device 

during transportation and storage.  If the student does not need the device in class it is 

recommended they are left in their locker.  A personal device is not to be left stored in a locker 

overnight or over the weekend. During physical activities personal devices are not to be left in the 

change rooms.  

9.14 Teacher Authority  

All teachers can decide to allow or disallow a personal device in class.  If the student is asked not to 

use/bring their device the teacher has the authority to confiscate the device at their discretion.  The 

return of the device will be organised between the student and teacher.  

10. Care of College owned devices 

10.1 Caring for Devices 

The following conditions must be adhered: 

 At the College’s discretion, students may be allocated a College owned device to use at 
school for the school year.  

 Devices can be collected from the storage unit during form assembly each morning. 

 The device must be returned to the storage unit in Form rooms at the end of each day, 
or when students leave school for the day. This will allow for full charging of the device 
for the next day. 

 The device must be locked in the students locker during recess and lunch breaks or 
when not needed in some prac classes (ie Physical Education or Sport).  

 Students must not leave their device in unsupervised areas during the school day. They 
are to be locked securely in a school locker.  



 Students must care for their device; wilful damage or careless treatment of the device 
will not be tolerated and costs incurred for repairs will be charged to Parents. 

 No student will be issued with a device until the Acceptable User Agreement for 
associated with this Policy has been signed and returned to the College Office. 

 
10.2 Appearance and personalisation 

As devices are the property of the school they are not to be altered or personalised in any way that 

is irreversible. 

 

10.3 Software licensing 

Software installed by the school is subject to licence conditions and must not be distributed, or 

deleted without written permission from the school. 

 

10.4 Internet Usage 

Use of devices by students is governed by this Policy that students and parents agree to for use of 

ICT within the school. Any inappropriate use of the internet is unacceptable and is subject to 

disciplinary action and exclusion from the school networks and resources. 

 

10.5 Non-school application and files 

Software, including music, movies and games will be allowed for academic purposes provided 

copyright obligations are met.  Downloading music, games and videos from the internet during 

school hours is prohibited.  Students are permitted to listen to digital music and/or participate in 

games on their devices while at school where given express permission by a teacher for an 

educational purpose. 

10.6 Backup / Recovery. 

Students will be responsible for their own backup of critical data at all times. This may be through a 

USB, external drive, or internet-based backup to regularly backup important work. Students will 

need to purchase their own memory storage device (USB). 

 

10.7 Care of laptops/netbooks.  

Students have the responsibility to care for their device. Wilful damage will not be tolerated and 

costs incurred for repairs will be charged to the student. Misuse or breach of the Policy will mean a 

loss of the privilege to use a netbook/laptop at school. 

 

 



 

I have read the ICT Usage Policy carefully and understand the significance of the conditions 

and agree to abide by these conditions.  I understand that any breach of these conditions will 

result in consequences in line with the Policy. 

 

 

Student Name                                             Year Level                            Date 

 

 

Student Signature                                 

 

 

 

Parent/Carer Signature  

        

If you have any concerns about this agreement or ideas for making the agreement better contact 

RUSHWORTH P-12 COLLEGE. 

For further Support with online issues students can call Kids Helpline on 1800 55 1800. 

Parents/carers call Parentline 132289 or visit http://www.cybersmart.gov.au/report.aspx 

 

http://www.cybersmart.gov.au/report.aspx

